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T
he effectiveness of United Nations peacekeeping operations has always

been heavily dependent on host-state support and international political

backing. Governments that perceive their interests to be at odds with the

mandates of these operations have long sought out ways to undermine the

effectiveness of peacekeepers. In recent years, however, missions have begun to

face new forms of state interference intended to influence, undermine, and impair

their activities on the ground. Amid changes in the global geopolitical landscape,

new technologies and tactics for manipulating missions have contributed to novel

conditions that threaten the viability of missions’ efforts to protect civilians,

operate safely, and implement long-term political settlements. The shifting

positioning of peacekeeping operations, both in the international arena and within

individual conflict systems, raises profound dilemmas for UN officials attempting

to promote international norms and implement their mandates on the ground.

Similar dilemmas are also arising for the leaders of other international peace and

security mechanisms, such as UN special political missions; African Union peace

support operations; and subregional peace and security activities in Libya, Somalia,

Sudan, and Syria, among others.

A sizeable body of academic and policy literature has analyzed the ways in which

shifting geopolitics have influenced the headquarters-level decision-making of the

UN Security Council’s five permanent members in their deliberations on the
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creation of new peacekeeping missions, the substance of their mandates, and the

political settlements they are meant to support. Less attention has been given to the

ways in which these same great powers, along with other influential state actors,

interact with peacekeeping operations on the ground once they are deployed, and

how recent trends in these interactions affect the operating environment for

missions as they strive to execute their mandates and keep their personnel safe.

In this essay, I identify three such trends that have accompanied the breakdown in

the post–ColdWar consensus on the international peace and security architecture,

namely, the deployment of parallel security actors; the spread of mis- and disin-

formation; and threats to cybersecurity and the integrity of UN-owned informa-

tion. I then assess the collective impacts of these trends on three fundamental

conditions for the effectiveness of peacekeeping: host-state consent; safety and

security; and the capacity to advance political settlements to conflict. I highlight

efforts already underway at the UN to address these challenges, and suggest priority

areas for future policy and capability development.

T  S I

New Parallel Security Actors

As peacekeeping operations expanded in number, size, and breadth of mandate

during the post–Cold War period, so too did other types of international, regional,

and bilateral interventions in armed conflict situations, resulting in an increasingly

crowded operating space for international peace and security interventions. Con-

sequently, almost all peacekeeping missions mandated after  have operated for

at least part of their life cycle alongside “parallel” operations, including missions

fielded by the African Union, the European Union, subregional actors such as the

Economic Community of West African States, and ad hoc security arrangements

such as the Group of Five (G) Sahel Joint Force in Mali.

More recently, new types of parallel security actors have presented a host of

operational challenges to these same UN missions. In , the government of the

Central African Republic (CAR) signed a bilateral security cooperation agreement

with the government of Russia, after which several thousand well-equipped armed

fighters, widely understood to be part of what was then known as the Wagner

Group, established bases throughout the country, part of a fast-moving trend in the

deployment of Wagner forces across Africa. Operating both unilaterally and

jointly with the Central African Armed Forces (known by its French acronym,
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FACA), the Wagner Group launched a campaign of operations targeting the

nonstate armed groups present throughout much of the country. Human rights

monitors during this period reported that these operations were often brutal and

indiscriminate, regularly involving summary executions, torture, sexual violence,

and forced rendition, including against civilian communities—particularly Mus-

lim or Fulani communities—perceived to be associated with the armed groups. A

similar pattern unfolded in Mali in late , when Wagner forces arrived after a

security cooperation agreement was reportedly signed between the country’s

military junta, which came to power in a May  coup d’état, and Russia.

The Wagner Group’s presence had profound impacts on the operations of the

peacekeeping missions in CAR and Mali, until the latter mission was closed at the

request of Mali’s governing military junta in December . First and foremost,

the missions saw their freedom of movement drastically curtailed by Wagner

fighters, who denied them access to certain parts of the country, occasionally

resulting in testy standoffs between Russian and UN forces. The reasons for these

denials varied: In some cases, the forces appeared to be closing off areas while they

were conducting operations against armed groups. In other cases, the obstruction

of mission activities appeared to serve the purpose of limiting missions’ capacity to

investigate and document human rights abuses allegedly committed by theWagner

Group and national armed forces. In still other cases, limitations on the UN’s

freedom of movement seemed to be linked to the Wagner Group’s control of

mineral mining sites in CAR and Mali, which is generally understood to be part of

the arrangements providing for the deployment of the forces in support of the two

governments.

The presence of the Wagner Group in CAR and Mali, its behavior as an actor

within the conflicts, and its actions toward the peacekeeping missions have raised

myriad dilemmas for mission leadership and UNHeadquarters, of which three are

paramount. First, mission and UN leadership have been forced to contend with the

question of how to manage confrontations with Wagner forces. The Status of

Forces Agreements signed between the UN and the governments of CAR and Mali

at the time of the missions’ respective deployments guaranteed the freedom of

movement of mission personnel throughout the two countries. This freedom is

essential for a mission to execute its mandate comprehensively and impartially, not

only for the purposes of investigating human rights abuses but also to protect

civilians under threat of violence. The challenge is akin to those faced by other

peacekeeping missions, such as in South Sudan, where national forces have
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flagrantly denied access by mission personnel to vulnerable populations. In that

case, the mission gradually escalated its resistance to these denials over time, in

some cases pushing through roadblocks erected by government forces. In CAR

and Mali, the aggressive and well-armed posture of Wagner forces, their unpre-

dictable behavior, and the political implications of a conflagration appear to have

dissuaded the missions from similar tactics, opting instead for indirect political

engagement with host authorities. Initially, the Russian government disavowed any

link to the Wagner Group, making UN reporting and political advocacy aimed at

mitigating these challenges difficult. Since the involvement of the group in the war

inUkraine and the death of its leader, Yevgeny Prigozhin, Russia has acknowledged

a role in financing and directing Wagner’s activities. However, direct discussion of

the group has remained an extremely sensitive subject, and theUN continues to use

“other security personnel” to refer toWagner and other bilateral security presences.

Thus, so long as the UN and Wagner forces continue to operate in the same

environments, an armed exchange remains a possibility. Moreover, the capacity of

missions to discharge their mandate, at least in physical terms, is likely to be

severely constrained.

While by far the most consequential to date, the Wagner Group is only one

among a variety of new great- and middle-power security actors operating along-

side peacekeeping operations. In , Rwanda signed a bilateral security cooper-

ation agreement with the government of CAR and later sent approximately one

thousand soldiers to reinforce the government’s security forces. This bilateral

security cooperation has developed as part of overall increased Rwandan partici-

pation in multilateral operations: Rwanda is the largest contributor of troops to the

United Nations Multidimensional Integrated Stabilization Mission in the Central

African Republic (MINUSCA), which, since , has been led by a former

Rwandan diplomat. Moreover, Rwanda has significantly expanded economic

activities in the Central African economy, notably the mineral sector. This has

led some observers to wonder whether Rwanda is copying the Wagner Group’s

approach to expanding its influence in the country, though it should be noted that

Rwandan troops—both bilaterally and as a contingent of MINUSCA—have a far

better reputation for adherence to international humanitarian law.

Elsewhere, Chinese private security companies have gradually become a signif-

icant presence in Belt and Road Initiative countries, including some hosting

peacekeeping operations such as in the Democratic Republic of the Congo

(DRC), Lebanon, Mali, and South Sudan. Focused primarily on the security of
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Chinese personnel and projects, these companies have maintained a low profile,

operating primarily through local partners. However, these actors have, in some

cases, had significant impacts on local political economies and conflict dynamics in

countries hosting peacekeeping operations; for example, in South Sudan, where

Chinese companies, among others, have been accused of funding government

militia responsible for attacking civilians and burning villages. In , the

government of DRC purchased nine CH- armed attack drones manufactured

by the China Aerospace Science and Technology Corporation to be deployed in

support of the Congolese armed forces’ operations against the M armed group in

eastern DRC, where the United Nations Organization Stabilization Mission in the

Democratic Republic of the Congo (MONUSCO) operates, and where China

controls major mining interests. Reportedly operated by third-party military

contractors, the drones could signal a greater willingness by China to intervene

in conflicts in parallel to UN operations.

Mis- and Disinformation

The spread of mis- and disinformation is now a ubiquitous challenge in political

systems around the world but is particularly insidious in conflict settings, which

typically feature low levels of trust in public institutions, weak media ecosystems,

and, in some cases, low levels of literacy. As an external intervention in these types

of societies, UN peacekeeping operations are uniquely dependent on the trust of

local actors and populations to achieve their mandates. With relatively few intel-

ligence resources compared with national military operations, peacekeeping oper-

ations are heavily dependent on information gained from local communities on the

threats they face, as well as the threats that peacekeepers themselves may face from

armed forces operating around them. In many ways, this mutual dependence is

part of peacekeeping’s comparative advantage, since peacekeeping missions are

often better placed than other military interventions to gain the trust of local

communities, offering an opportunity to understand local preferences for, and

modalities for, protection, enabling protection strategies that empower local civil-

ians as agents in their own protection.

However, this mutual dependence renders peacekeepers uniquely vulnerable to

public narratives that undermine their reputation. Traditionally, the failings of the

peacekeeping missions themselves have served as a prominent source of these

narratives, notably as a result of failures by peacekeepers to effectively protect civilians,

and of instances of sexual exploitation and abuse committed by peacekeepers against
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the local population. More recently, as the use of social media has become more

ubiquitous and global and local narratives have becomemore interlinked, the sources

of narratives that undermine local trust in peacekeepingmissions have proliferated. In

particular, local grievances, including those resulting from the above-mentioned

legitimate failings of missions, now blend more seamlessly with broader regional or

global narratives. These narratives range from legitimate political perspectives, on, for

example, anti-colonialism; to harmful misinformation, on, for example, the spread of

infectious diseases; to malign propaganda and malicious disinformation.

There is no better example of the consequences of information disorder for

peacekeeping than the role of MONUSCO during the – Ebola outbreak in

eastern DRC, the first time in recent memory that a large-scale epidemic erupted

during a situation of ongoing armed conflict. In response, the World Health

Organization initiated a large-scale emergency health response program in the

East, where the Allied Democratic Forces (ADF) and other armed groups were

active. This prompted the WHO to seek protection for its convoys and hospitals

from MONUSCO and national armed forces while these forces were simulta-

neously engaged in an offensive against the ADF. As international health programs

became intertwined with the drivers of the conflict in the minds of the population,

misinformation and disinformation about the international response reached a

fever pitch; rumors circulating at the time included the suggestion that peace-

keepers were executing sick civilians and that the international community had

infected the local population to enrich themselves. As a consequence, health

workers encountered greater resistance to Ebola response measures and became

targets of violence, inhibiting the health response and accelerating the spread of the

disease. Amid this pervasive climate of fear and distrust, public anger against the

mission surged, resulting in violent protests against MONUSCO, including the

torching of a MONUSCO office north of the town of Beni in North Kivu.

In recent years, the vulnerability of peacekeeping operations to mis- and disin-

formation, exemplified by the Ebola case, has become weaponized by state actors in

other contexts seeking to undermine public and political trust inmissions, aided by

local proxies and social media. As Albert Trithart of the International Peace

Institute describes, disinformation targeting peacekeepers in Mali and CAR coin-

cided with the arrival of the Wagner Group and, “while it is difficult to identify the

origins of this disinformation, researchers have traced much of it to local civil

society organizations or media outlets with financial ties to Russia.” Disinforma-

tion spread in this manner includes allegations that the UN missions in the
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countries provided weapons to armed groups, that mission personnel were them-

selves mercenaries, and that the missions were actively working against the national

armed forces. The same channels have been used to mobilize public protests against

the missions’ presences in CAR and Mali. Much of the anti-peacekeeping disin-

formation appeared to be aimed at juxtaposing Russia and the UN as security

providers in CAR and Mali, as a means of both justifying the Wagner Group’s

presence and undermining UNpeacekeepingmore generally by casting it as a tool for

advancing neocolonial Western and/or French objectives.

Cyber and Information Security

UN operations have long been vulnerable to cyber intrusion by state actors. The

Snowden leaks revealed persistent hacking by the United States into the UN’s

videoconferencing systems, and recently leaked U.S. intelligence reports suggested

that UN Secretary-General António Guterres’s personal communications were

systematically intercepted. While cyber intrusions at the diplomatic level may be

a fact of life, the security of information at a more tactical level could have life-or-

death implications for peacekeeping operations and those they protect. Assuming

that peacekeeping operations will always be at a cybersecurity disadvantage as

compared to powerful state actors, it is critical to understand the particular

vulnerabilities facing peacekeeping missions and how they could impact the

strategic objectives of the missions, the safety and privacy of their personnel, and

the security and human rights of members of the host population.

In recent years, the intensification in the volume, structuring, and management

of information gathered by UN peacekeeping operations has impacted the vulner-

abilities of peacekeeping missions to cyber intrusions, both positively and nega-

tively. The increasing use of surveillance technologies—for example, unarmed

drones provided by member states or commercially leased—to gather information

has challenged missions to ensure chains of custody and control in the uses of the

data gathered by these platforms. Once collected, this data, in addition to

information gathered from patrols, networks of sources, and open-source moni-

toring, is increasingly centralized in structured databases, often cloud based. As

Allard Duursma and John Karlsrud argue, better-structured intelligence is crucial

for peacekeepers to better anticipate and respond to threats.At the same time, the

centralization of sensitive information—which can include data on potential

witnesses, survivors of violence, and trusted sources—within missions’ relatively

weak cybersecurity capabilities exposes this information to risks of hacking.
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Missions’ cybersecurity risk profiles expose them to a variety of threats, includ-

ing operational security risks and political liabilities. From a force protection

perspective, access to patrolling data, including routes and personnel strength,

could provide state and nonstate actors with information that could help them

attack peacekeepers if desired. Malicious actors could also, conceivably, plant false

intelligence intended to spur the mission into taking action against the actors’

adversaries or placing the mission in a position of ambush. More likely, however, is

the risk that information gathered by peacekeepers could be used for purposes

other than those intended by the mission. For example, access to mission surveil-

lance data—either as a result of the flow of that information through member

state–owned surveillance devices such as drones or as a result of cyber intrusion

into commercially leased technology platforms—could provide states with infor-

mation used to target individuals for assassination. Similarly, access to witness

testimony and community reports could help states suppress dissent within their

own borders or those of their allies.

C  UN D-M

The trends discussed in the previous section, those of state interference in the

on-the-ground activities of UNpeacekeeping operations, place thesemissions in an

ever-more-constrained position as they strive to implement their mandates and

uphold international norms. In particular, they raise dilemmas for mission lead-

ership in maintaining host-state consent for their presence; in ensuring the safety

and security of peacekeepers and protecting the population; and in supporting

longer-term political settlements that are at the core of peacekeeping missions’

objectives. In each of these three areas, missions have experimented with new

strategies to pursue mission objectives, pointing to the emergence of new opera-

tional strategies that could be expanded and refined.

Managing Host-State Consent

There has always been push and pull between missions trying to foster long-term

stability—through institutional reform and power sharing, democratic gover-

nance, and the protection of human rights, among other things—and the leaders

of conflict or postconflict states who are usually members of a relatively small, elite,

and centralized ruling class. Traditionally, missions have been able to advance

these objectives while avoiding the loss of the host government’s consent to their
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presence because of the stability they provide to the ruling authorities, which in

turn affords these authorities a source of legitimacy.

The arrival of parallel security providers of the likes of the Wagner Group

undermines this implicit pact, offering an alternative survival strategy for ruling

elites that may appear more attractive, at least in the short term. The arrival of the

Wagner Group in CAR and Mali coincided with a marked downturn in the

relations between UN peacekeepers and host-state authorities. In addition to

permitting and, in many cases, participating in the denials of freedom of move-

ment, government authorities became less accessible to officials from MINUSCA

and MINUSMA (the United Nations Multidimensional Integrated Stabilization

Mission inMali), who struggled to advance key political and institutional aspects of

their mandates. In Mali, for example, the mission proved unable to persuade the

transitional government of Assimi Goïta, who seized power in a  coup, to make

good on its commitments to hold elections for a return to constitutional order.

The elections have still not taken place and, with the closure of MINUSMA in 

on the request of the host authorities, it seems unlikely that they will take place in

the foreseeable future.

Similarly, and often in parallel, the spread of state-sponsored mis- and disin-

formation targeting peacekeeping operations often serves to undermine host state

and popular support formissions. Enmeshed with local networks of journalists and

influencers, Russia- andWagner-linked outlets have spread rumors linking peace-

keepers in CAR to nonstate armed groups and even terrorists. In one incident

in , a mission’s surveillance drones were accused of dropping bombs on

Russian camps. Despite MINUSCA’s denial of these allegations, the Central

African authorities subsequently prohibited the mission’s use of unmanned aerial

vehicles, seriously hindering its situational awareness and reducing its capacity to

monitor the activities of all armed actors, including the Wagner Group, especially

in areas where it has been denied physical access.

In response to these challenges, the UN Department of Peace Operations has in

recent years sought to significantly scale up its analytical capabilities in the

“information environment” and strategic communications activities. Newly

released guidance from the department instructs missions on how to anticipate

key moments of vulnerability—for example, in the lead-up to national elections or

during security operations—and to proactively spread accurate information to key

segments of the community and to “prebunk” anticipated malicious narratives.

However, as Jake Sherman and Albert Trithart point out, the UN is limited in what
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it can do; it is generally agreed that the types of more manipulative “psychological

operations” used by national militaries are incompatible with the UN’s operating

principles.As such, it is likely that peacekeepingmissions will remain on the back

foot when such tools are deployed against them.

Ensuring Safety, Security, and Protection

The emerging tactics described in this essay threaten the safety and security of

peacekeepers in myriad ways. In addition to the risk of confrontation with parallel

security actors, undermined public support and the spread of malicious informa-

tion and falsehoods have repeatedly exposed missions to violent public demon-

strations. While public expressions of legitimate frustration and dissent should be

protected, the increased threats posed by mis- and disinformation and intrusions

on internal mission data also pose a significant risk to the privacy and security of

UN personnel, leading to risks of doxing, extortion, or the release of information—

true or false—intended to trigger their being declared persona non grata by the host

state. These latter threats to individual personnel are not currently covered by the

UN SecurityManagement System and arguably present a new category of threats to

UN safety and security.

The reduced capacity of missions to monitor their surroundings and maneuver

freely and safely has similarly serious implications for the security of the popula-

tions who peacekeepers are mandated to protect. Without access to key parts of

their host territories, missions are dramatically limited in their ability to respond to

threats of violence against civilians, and to investigate and hold accountable those

who are responsible, including the parallel actors themselves. In March , for

example, a joint operation of Wagner and the Malian Armed Forces (known by its

French acronym, FAMa) was accused of summarily executing more than five

hundred people over a four-day period in the village of Moura in central Mali as

part of an operation ostensibly targeting the al-Qaeda–linked KatibaMacina armed

group. MINUSMA human rights investigators were subsequently denied access to

the village.

In light of these challenges, and given the capacity of any of the Permanent Five,

or P-, members of the United Nations Security Council to block meaningful

political action at the headquarters level, how might missions endeavor to con-

strain intrusive state actors and disincentivize activities to undermine them and/or

cause harm to civilians? Surprisingly, human rights monitoring and reporting may

still serve an important role in dissuading these types of activities. Though risky and
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made more difficult by the restrictions imposed upon them, UN human rights

monitors and Security Council sanctions experts have continued to monitor and

publicly report on violence attributable to parallel security forces. In CAR, the

Human Rights Division of MINUSCA reported a positive, if temporary, improve-

ment in the behavior of Wagner and joint Wagner-FACA forces following the

release of a report detailing widespread abuses during the – electoral

period.

Another tool available to peacekeeping missions is the UN’s Human Rights Due

Diligence Policy on UN Support to Non-UN Security Forces, which requires that

the UN undertake an assessment before providing operational support to national

armed forces—rations, transportation, fuel, and the sharing of information—to

gauge the risk that this support might be used in the commission of human rights

violations. Given the Wagner Group’s track record of violence against civilians in

CAR, for example, this due diligence policy could justify withholding MINUSCA

support from any units of the FACA that coordinate or operate jointly withWagner

fighters in the hopes of disincentivizing this cooperation. This, however, would

almost certainly result in further degradation of the mission’s relationship with the

host government, jeopardizing its access to and influence over government author-

ities and potentially resulting in further limitations on its freedom of operations.

Moreover, insofar as parallel forces are present in the country at the host govern-

ment’s request, missions that appear to be overtly undermining these parallel

operations may give rise to complaints of interference in the sovereignty of their

host states.

Supporting Political Settlements

The presence of new parallel actors, the weakening of the implicit pact between

missions and their host governments, and the undermining of missions’ credibility

in the eyes of local populations and nonstate political actors pose serious challenges

to the ultimate aim of peacekeeping operations: the negotiation and implementa-

tion of a durable political settlement to end the conflict and promote a positive

peace. In light of these obstacles, peacekeeping missions are now forced to seek

alternative approaches to incentivize political dialogue.

A critical and difficult decision facing UN leadership is thus whether to coop-

erate or coordinate political activities with the in-country political representatives

of state sponsors of parallel operations known to be undermining the peacekeeping

mission. At the risk of lending credibility to the model of interconnected political,
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economic, and security pacts that underpins the presence of several parallel

security actors in peacekeeping settings, it is undeniable that the sponsors of these

models have considerable influence over the political economy of the conflict and

the interests of many national stakeholders. Moreover, as decisive actors in the

conflict, parallel security forces have the capacity to influence conflict dynamics in

ways that could enable or impede political processes. In both Mali and CAR, for

example, the targeting of Muslim militias and the apparent failure to distinguish

between armed fighters and civilians has exacerbated intercommunity tensions,

making reconciliation more difficult.

Future political settlements facilitated by the UN and other international actors

may need to address the sources of and incentives for external state interference in

peace processes. Political settlements in Mali and CAR could, for example, include

provisions for the demobilization and withdrawal of foreign fighters, as is the case

in the  ceasefire signed in Libya. Beyond the forces themselves, political

negotiations could also more directly tackle the incentive structures of external

state actors, notably through greater transparency in the processes of granting

concessions for extractive resources. In the longer term, human rights abuses

committed or enabled by external actors and ethnic cleavages exacerbated by

information campaigns will likely form central aspects of transitional justice and

reconciliation efforts aimed at building social cohesion.

C

Changes in the geopolitics of international peace and security, combined with new

technologies andmodels of irregular warfare, have created a new operating context

for UN peacekeeping operations. When these dynamics play out at the interna-

tional level, they have profound consequences for the day-to-day activities of

missions on the ground. The plans and strategies of peacekeeping operations have

become more porous and vulnerable to interference and manipulation by state

actors working within their theater of operations. While the activities of the

Wagner Group and associated actors are by far the most visible and well-

documented examples of intrusion in peacekeeping settings to date, the use of

proxy forces, mis- and disinformation, and cyber intrusion is increasing bymany, if

not all, major and middle powers active in conflicts where UN peace and security

mechanisms are also deployed.
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Ultimately, the strategic viability of peacekeeping operations will continue to be

determined at the international level, as the place of such operations within the

framework of great power interests continues to evolve. Nonetheless, the eleven

peacekeeping missions deployed today and those of the future will require new

tools and tactics to increase their resilience to external intrusion by state and state-

sponsored actors, if they are to remain effective in protecting civilians and pro-

moting peaceful settlements to conflict, all the while keeping their personnel safe.
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Abstract: While peacekeeping operations have always been heavily dependent on host-state support
and international political backing, changes in the global geopolitical and technological landscapes
have presented new forms of state interference intended to influence, undermine, and impair the
activities of missions on the ground. Emerging parallel security actors, notably the Wagner Group,
have cast themselves as directly or implicitly in competition with the security guarantee provided by
peacekeepers, while the proliferation of mis- and disinformation and growing cybersecurity
vulnerabilities present novel challenges for missions’ relationships with host states and populations,
operational security, and the protection of staff and their local sources. Together, these trends
undermine missions’ efforts to protect civilians, operate safely, and implement long-term political
settlements. This essay analyzes these trends and the dilemmas they present for in-country UN
officials attempting to induce respect for international norms and implement their mandates. It
describes nascent strategies taken by missions to maintain their impartiality, communicate effec-
tively, and maintain the trust of those they are charged with protecting, and highlights early good
practices for monitoring and analyzing this new operation environment, for reporting on and
promoting human rights, and for operating safely.

Keywords: peace operations, peacekeeping, mercenaries, private military and security companies,
misinformation, disinformation, Central African Republic, Mali
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